
978-93-5051-722-2

Copyright Issues Digital Environment.

Abstract

This article  covers various issues related to  copyright  in  the context  of  digital  environment.

Duration  of  the  copyright,  fair  use,  Infringement,  how  rights  are  protected  in  digital

environment, technologies for right protection, Digital Water Mark Technology, Cryptography,

Digital signature , Electronic Marking. The role of the Librarian in providing digital services to

the users

1. Introduction: 

Intellectual Property is considered more as protection for commercial investment. Hence, in a

straightforward  meaning,  it  should  have  been  called  as  Investors  Property  Right  instead  of

Intellectual Property Right. In a natural balance intellectuals enjoy social returns; investors enjoy

the economic returns, at the same time intellectuals should not have been deprived totally from

the economic incentives at  all.  In effect the two values for information economic value and

intellectual value are made separate for their own gain.

2. What is Intellectual Property?

Loosely defined, Intellectual Property is “product of the mind”. It is similar to the property

consisting of movable or immovable things like house or car, wherein the proprietor or owner

may  use  his  property  as  he  wishes  nobody else  can  lawfully  use  his  property  without  his

permission  .  According  to  World  Intellectual  Property  Organization  (1967)  “Intellectual

Property” shall include rights relating to 

1. Literary, artistic and scientific work

2. Performance of performing artists, phonograms and broadcasts.

3. Invention in all the fields of human endeavor.

4. Scientific discoveries, industrial designs.

5. Trademarks, service marks and commercial names and designations.
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6. Protection against unfair competition.

7. All other rights resulting from intellectual activity in the industrial, scientific, literary or

artistic fields.

3. What is Copyright?

Copyright is the exclusive right of the author to derive economic benefits from his own wring or

artistic performance or creative work.  Copyright regulation basically protects the interests  of

writer or creator or performer from commercial exploitation by others. As nobody can own or

perpetuate  perpetual  vested  interest  in  knowledge,  even  the  copyright  regime  throws  every

creative writing or invention for the world open after certain prescribed period.

The copyright  law provides  an incentive to  creative activity and then permits the society to

benefit  at  large.  After the invention of printing press the multiplying of any creative writing

became much easier and necessity to protect the right for the creator also increased. Copyright is

relatively a modern concept that came into existence with British rule.

The concise Oxford Dictionary defines copyright  as  “the exclusive right given by law, for

certain term of years to an author, composer, etc. to print, publish and sell copies of his

original work.”

Copyright is basically the right to copy and make use of literary, dramatic musical artistic works

and cinematography, films, sound recorders, broadcast and telecast. Technological progress has

made piracy of copyright simple and difficult to control. In the rapidly changing technological

environment, copyright protection is being extended to many areas of creative work particularly

in the computer industry,  relating to computer  software and databases.  To act as a deterrent

against  computer  software  piracy  and  video  piracy,  the  provisions  relating  to  protection  of

computer software have been tightened.

Copyright is not a single right but it represents a bundle of rights enjoyed by the owners of the

certain  works.  Section  14  of  the  copyright  act  1957  list  out  the  various  manifestations  of

copyright in respect to different work , These includes :

1. Right to reproduce the work whether published or not.
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2. Right to publish it.

3. Right to communicate to the public

4. Right to translate the work.

5. Right to perform the work in public.

6. Right to adopt it as a cinema or other medium of expression.

7. Right to give it on lease or hire or rent etc.

4. Term of Copyright Protection

The Indian copyright law protects the copyright in literary, dramatic, artistic and musical works

for a period of lifetime of the author and 60 years after his death. Same applies to computer

programs also. In case of photographs sound recordings the term of protection is 60 years from

the beginning of the calendar year following the year in which the photo was taken or the sound

recording was made. In case of anonymous, pseudonymous and posthumous works, the term is

60 years from the beginning of the calendar year following the year in which the work is first

published. In case of the neighboring rights it is 25 years in the case of broadcast reproduction

right and 50 years in case of performer’s rights .since TRIPS Agreements insists on a minimum

term of 50 years .The Indian law provides TRIPS plus protection.

5. Fair Use

Fair use has been traditionally defined as a privilege to those other than owner of the copyright to

use the copyrighted material in a reasonable manner without the consent of the owner. Librarian

and information professionals, while providing the services to the users, sometimes infringe the

copyrights. They generally provide photocopies of documents to the users.

Fair use provision has been made in the Indian Copyright Act 1957 XI clause 52. Some of the

exemptions are the uses of the work like for the purpose of research or private study, criticisms,

Review for reporting current events in connection with judicial proceeding.

In digital environment copyright permits making back up copy of a program. The public has the

right to read, listen, view, or browse copyrighted material for fair use purposes while preserving
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the integrity of the original .They can make first generation copies for personal study, scholarship

or research, and can make transitory copies if incidental lawful use if retained temporarily

Libraries  have  to  right  to  use  electronic  technologies  to  preserve  copyrighted  materials  and

provide them as a part  of electronic reserve room service and interlibrary loan service after

posting appropriate copyright notices to avoid liability for unsupervised action of users.

6. Infringement of Copyright

Copyright  is  the  most  fragile  and  the  weakest  form  of  intellectual  property  as  every

copyrightable work is generally exposed to the public. The phenomenal advances made in the

field  of  sciences  and technology starting  from the  invention  of  printing  machine,  advent  of

reprographic technology and recent developments of digital revolution and Internet have posed

greater challenges to the copyright protection. It  is now possible to make multiple copies of

copyrighted works within no time , without affecting the quality of the original work and without

caring  the  national  boundaries  .Also  their  have  been  plagiarism and  piracy  right  from the

recognition of literary property. Copyright infringement and plagiarism are not exactly the same

thing. For example, someone is copying a large portion of someone else’s work, say more than a

paragraph, and then one should get permission for copying. Copying without getting permission

and  without proper attribution tantamount to both infringement and plagiarism.

The infringement of copyright in a work occurs when one or more of the following act takes

place without authorization of copyright owner:

1. Reproduction of the work in a material form .

2. Publication of the work.

3. Communication of the work to the public.

4. Performance of the work in public.

5. Translation of the work.

7. Rights Protection in Digital Environment
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The World Wide Web (WWW) has become a measure publishing medium. Copyright laws apply

to Internet. The various information resources on the web are copyright protected so long as they

fulfill  the  originality  criterion.  Copyright  forbids  storing  of  a  work  in  electronic  medium.

Electronic  transmission  of  copyrighted  material  by  anyone  other  than  the  rights  owner  is

infringement. The copyright laws hold the Internet Service Provider (ISP) responsible for the

infringement by their users, unless they prove that they are complying with security measures to

protect rights. 

Internet is creating new and newer avenues for rights and consumer privacy violations increasing

number of cyber frauds are taken to courts year by year. In practice it is rather difficult to impose

copyright law on internet users. In most of the copyright violations on Internet, the owner may be

unaware of the infringement. Also, identifying the infringer may be difficult. Further, most of the

copying over Internet dose not qualifies under exceptions of fair dealing or fair use. Some of the

copyright laws do not clearly distinguish electronic information from print media thus making it

difficult  to  apply fair  dealing laws to  the digital  environment.  Many electronic resources on

Internet allow personal and fair use. Copyright statements are elusive to locate in some cases.

One cannot forward by e-mail free electronic resources available on Internet to Colleagues and

friends’ through bulletin boards. However, one can provide information about the URL where the

relevant  information appears.  This type of restriction is  against  the principal  of fair  use and

severely restricts the availability of information to only those having Internet access.

The  originality  and  intellectual  work  in  databases  include  the  content  selection,  internal

coordination between the structural elements, the arrangement of all elements of a database, and

the contents itself.  Although the contents of the constituent items are not original,  because a

reasonable amount of judgment in the selection of items has been used in creating it, the database

is  considered  as  compilation  for  the  purposes  of  copyright.  The  rights  owner  can  forbid  or

control  the  extraction  or  re-use  of  material  taken  from  a  database.  Besides  international

agreements and copyright laws, the databases are also protected under contracts and licensing

agreements between the owner of the database and the subscriber as well as protection through

technological means such as hardware and software locks or dongles and electronic copyright

management systems. Many database producer and vendors allow users download a portion of

the database on to a ‘temporary file’ for research purposes under fair use principle. However,
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there are no- cut guidelines as to how much data can be downloaded at a time. In the case of

printed documents, depending upon the size of the original, up to 5-10 percent of the original

document or a chapter can be photocopied under fair use. The same fair use principle can not be

applied in the case of databases.

1. Copyright and Databases: 

Computer  databases  are  treated  as  compilation  or  collective  work  and  protected  by  Bern

convention WIPO Copyright Treaty, TRIPS Agreement. Database creator are treated as author.It

is protected as copyright, contracts, license agreements.

2. Copyright of Multimedia Works

Multimedia work is covered under audio visual works. This work can be protected through

signal  processing,  data  compression,  encryption,  and  incorporation  of  Digital  water  mark

technology, Digital Signature etc.

3. Copyright and Websites

When creating a website, if anybody wants to use any image found on the web with due credit

to the artist, one needs permission as copyright applies to the web.

4. Copyright and Computer Software

The computer software can easily download from Internet .These can be protected through

and Patent Hardware or software locks 

8. Digital Rights Protection Technologies

Significant research has been conducted since 1996 on copyright protection and authentication.

Digital Water Mark Technology, Cryptography, Electronic marking, Digital Signature etc.

have  become  the  most  relevant  and  significant  topics  for  research  scientists  and  vendor

consortiums.  Because  of  the  massive  illegal  copying  of  media  files,  content  owners  utilses

various  protection  technologies  like  Digital  Rights  Managements  (DRM)  and  /  or  Digital

Watermarking.
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1. Digital Water Mark Technology:

Digital Watermarking (DWM) is a form of steganography in which copyright and other source

information is hidden inside a document, image or sound file without the user’s knowledge, but

copies will retain the information. It can prove authorship and track copies to the original owner.

A Digital Water Mark Technology is a digital signal or pattern hidden directly in digital content.

The digital content known as host data could be any multimedia product such as still images,

audio data, video data and video clip, text document. Watermark can be any useful information to

prove the authenticity of the owner. The digital object and water mark are never separated so that

the  embedding  watermark  is  the  key  point  in  this  Digital  Water  Mark  Technology.  Once

embedded, the watermark is invisible in the digital object the original content is called the cover

of the digital object and embedded message is known as watermark. The resulting cover after

watermarking is called cover.

The watermarking of the Digital Object involves the transformation of the original into another

form. It is contrasted with public key encryption, which also transform original file into other

form .It is a common practice in today’s digital era to encrypt digital objects, hence they become

un-viewable without decryption. Copyright violation of digital objects like audio files, images,

videos, and 3- D models can be detected by means of Digital Water Mark Technology. They are

invisible signature that is embedded in a digital object in such a way that they are resistant to

unintentional modification of digital object: Only the copyright holder owns the key that permits

the decoding and / or removal of the watermark.

2. Cryptography:

Cryptography is the oldest mechanism employed to ensure security and privacy of information

over networks. Cryptography has been use for protection of Intellectual property Rights. It is a

common practice to scramble the cable and satellite television signals to prevent unauthorized

viewing. This involves encryption of information to render it unreadable or not understandable

language, which only the legitimate the user can decrypt. This is a common technique to protect

confidential  information  from preventing  computer  viruses  and  illegal  copying  of  software.

However cryptography protects  the work during transmission only.  After the work or digital

object  decrypted,  it  does  not  provide  any  protection.  Another  method  id  employment  of
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encryption protocols wherein the document server encodes, encrypts ,compress and sends to a

registered user where the software supplied by network service provider decrypt and display on

the user’s computer.

3. Electronic Marking:

The  electronic  marking  and  identification  technique  is  employed  to  distribute  electronic

resources  over  Internet  at  the same time discouraging illegal  copying.  In this  technique,  the

computer automatically generates a unique and indiscernible mark that is tagged to each of the

digital object .The computer also registers the recipient of an illegal copied digital object. It is

very difficult for an illegal user to find the unique marking system in the user’s digital object.

this technique is used to protect copyright as well as electronic publishing where digital object

are printed or faxed.

4. Digital Signature:

Digital Signature also known as electronic signature . Present fast growing digital technology

and internet  has  necessitated  the  need of  digital  signatures.  It  offers  secure  and trustworthy

solutions, authentication and integrity of digital objects as well as identity of sender. It is an

electronic data attached to associated digital  object and serves as a system of authentication.

Digital  Signature  is  currently  the  most  appropriate  form  to  fulfill  the  requirements  for

technological protection of copyrighted material in digital environment. Digital signature can be

described by the process of encryption and decryption technology known as cryptography. In this

process information is passed through an encryption process to produce an encrypted copy that is

further decrypted and restored to the original plain text through the application of the cipher key.

The concept behind this is to make the data illegible for everyone else except those specified. In

this  mechanism information is transformed from one place to the other that only sender and

recipient can see.

9. Liability of the Library professionals 

Libraries  and  Information  Centers  are  procuring  digital  objects  and  subscribing  to  online

resources for making these available to the users. Now the digitally stored objects can be easily
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copied. This may lead to circumstance where the librarian is liable for violation of copyright act.

So libraries to control any sort of unauthorized use , Librarian need to have through the precise

knowledge of various aspects and issues relevant to copyright and intellectual property laws.

Librarian  should  take  seriously  their  role  as  advocates  for  individual  users  of  copyrighted

materials

10. Conclusion

Copyright laws for digital objects lack enough punch especially in India. Unauthorized access to

computer  networks,  databases  viruses  damages  systems,  disruption  of  services,  copying  of

software’s,  tampering  with  computer  documents  and  electronic  forgery  are  covered  in  the

information Act 2000.

There is need to establish an agency on the same way as in USA, UK, and Canada. On the

pattern of licensing agencies like CCC, CLA, CANCOPY, India should also have a mechanism

of licensing for granting licenses of copyright.

An act should be passed to establish a Copyright Clearing Agency (CCA) in India with advanced

information and communication technologies and competent, skilled professional manpower to

facilitate users of copyrighted material. The Government of India should work as a facilitator

between user and copyright holders.
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